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Abstract: The development of information warfare in the world and the issue of information security in the context 

of the Russian-Ukrainian war play an important role in the context of ensuring international stability and favorable 

further economic, social, and political development. An essential research direction is to characterize the theoretical, 

practical, and methodological foundations of information warfare, its features, structural elements, and objectives. 

The legal nature of information warfare deterrence is an important aspect of the study in this article. The possibility 

of ensuring legal deterrence of information attacks and preventing the development of information warfare is a pre-

requisite for overall international stability. In the article, the current legal aspects of responding to information war-

fare and key regulations ensuring the information security of the international space are analyzed. The peculiarities 

of information warfare development are studied from the perspective of modern armed conflicts and the key reasons 

for their occurrence, which are accompanied by the practice of information warfare. Attention is paid to the issues of 

information warfare in Ukraine from the standpoint of strengthening the need for prompt response to information 

campaigns, timely detection, and prevention by taking appropriate measures in the economic and political space. The 

key principles and directions of using information warfare as a tool for gaining competitive advantages are de-

scribed. The results of the article indicate that the practice of information warfare is spreading to the general political 

space in the world and that there is an increasing need to regulate the circulation of harmful information while ensur-

ing access to it. This study may be useful for building an effective legal framework and principles of information se-

curity based on the experience of information warfare in Ukraine.  

Keywords: Information Warfare; Information Security; International Security; Propaganda; Information Campaign; Digital 

Technologies; Socio-Political Space. 

 

1. INTRODUCTION 

The issue of information warfare is important because it af-
fects the formation of the socio-political space and can pro-
vide competitive advantages or weaken the enemy in the 
geopolitical arena. Information warfare is a form of "cold" 
military conflict or its precondition. Usually, information 
warfare is a tool for economic, political, and ideological  
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struggle, which is less brutal than a military campaign. How-
ever, in today's world, the use of information warfare has 
become a negative factor that has led to the biggest crisis in 
European space - the military conflict in Ukraine. The latter 
was caused by the aggressive actions of the aggressor coun-
try and its information warfare against Ukraine, which be-
came a victim of this conflict. The policy of untimely re-
sponse to the risks of Russia's information campaign, as well 
as the possibility of spreading its economic influence to the 
EU energy and commodity markets, led to the military con-
flict in Ukraine. Therefore, there is a need to improve the 
quality of legal responsibility and develop the practice of 
ensuring international information security. Such actions will 
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help to strengthen the position of the international communi-
ty and prevent the threat of a new military conflict. The cur-
rent practice of preventing information warfare is primarily 
based on special educational activities and the use of the 
media as the main tool for countering information cam-
paigns. However, in such conditions, there is a need to im-
prove the quality of information circulation, the ability to 
control it and carefully check its reliability before using it. A 
separate area of development is to strengthen the role of the 
UN as the main institution dealing with the policy of coun-
tering information campaigns and ensuring the stable devel-
opment of the information environment in the world. The 
war in Ukraine has led to the development of crisis processes 
in the global space and has actualized the need to counteract 
information attacks by the aggressor country. An essential 
factor in overcoming the problems of information campaigns 
and reducing the level of information warfare is the devel-
opment of a legal mechanism for regulating and creating 
responsible bodies to control and monitor these processes.  

The article aims to analyze information warfare in the world 
and information security in the context of the Russian-
Ukrainian war, as well as key aspects of its impact and con-
sequences on the global geopolitical space. An important 
research direction in the article is the analysis of current 
practices of information campaigns and information attacks 
in the context of military conflicts or covert economic war-
fare. The article focuses on the information war in Ukraine, 
which began in 2014 and had negative consequences in the 
form of a large-scale military conflict. The article also exam-
ines the legal aspect of regulation, deterrence, and develop-
ment of information wars by key international bodies. The 
legal aspect has the character of a deterrence tool, but the 
article also explores the peculiarities of practical counterac-
tion to information campaigns, in particular through the me-
dia and the development of digital infrastructure.  

2. LITERATURE REVIEW 

The issue of information warfare, as well as the peculiarities 
of its factors and development factors, are being studied in 
the scientific community to counter information campaigns 
and identify key aspects of their conduct. Bolton (2021) 
notes that information warfare is a means of gaining a com-
petitive advantage in the international arena. Moreover, such 
a war aims to spread its ideology and level the forces of the 
opposing country on economic or geopolitical grounds. 
Dwoskin (2022) believes that information warfare in the 
current development environment has important implications 
for international security. It is also necessary to take into 
account the international experience of management in na-
tional security (Akimov, O., Troschinsky, V., Karpa, M., 
Ventsel, V., & Akimova, L., 2020), take into account in the 
adaptive management of enterprise resource planning 
(Akimova, L., Akimov, O., Maksymenko, T., Hbur, Z., & 
Orlova, V., 2020). Information warfare also has an indirect 
effect on energy, namely power plants, which can have a 
large impact (Popov, O. O., Iatsyshyn, A. V., Iatsyshyn, A. 
V., Kovach, V. O., Artemchuk, V. O., Gurieiev, V. O., ... 
Kiv, A. E., 2021). The authors advise not to forget about the 
provision of legal mechanisms for information security in the 
conditions of digitalization (Bondarenko, S., Makeieva, O., 
Usachenko, O., Veklych, V., Arifkhodzhaieva, T., & Lernyk, 

S., 2022), to improve strategic planning of national security 
of the state system in the conditions of informatization of 
society (Bondarenko, S., Bratko, A., Antonov, V., 
Kolisnichenko, R., Hubanov, O., & Mysyk, A., 2022). An-
other group of authors draws attention to the financial and 
economic security of markets in the process of European 
integration (Novak, A., Pravdyvets, O., Chornyi, O., Sum-
baieva, L., Akimova, L., & Akimov, O., 2022), not forget-
ting innovative approaches in the development of human 
potential in public administration (Semenets-Orlova, I., 
Shevchuk, R., Plish, B., Grydiushko, I., & Maistrenko, K., 
2022). According to Hudson (2022), the key principle of 
information attacks are the use of speculative issues that can 
exacerbate the socio-political situation in a country and con-
tribute to its destructive state. Hurst (2022) argues that the 
practice of information warfare began to be implemented in 
the 20th century, where the propaganda of ideologies was 
used to strengthen one's position and weaken the influence of 
the opponent. In the context of modern warfare, the use of 
information warfare is a tool for gaining economic ad-
vantages and the possibility of conducting such activities in 
the long term. According to Pahlke (2022), information war-
fare is a consequence of the weak legal framework of the 
international environment, which contains a clear definition 
of information security but does not have effective tools to 
respond to or prevent information attacks. The problem with 
information warfare, according to Snopok (2022), is the 
complexity of jurisdiction, which creates problems in prose-
cuting the use of information campaigns. Therefore, this 
practice is popular in any country in the world. Ringhof 
(2022) points out that strengthening the role of international 
law in information security should be a key priority for the 
further development of the international community and con-
tribute to an effective mechanism for the protection of hu-
man rights and freedoms. According to Ryan (2022), the 
development of the Internet has led to a wave of new tech-
nologies for conducting information and psychological at-
tacks aimed at discrediting political forces and lobbying for 
their interests. The use of information technology, as noted 
by Valiushko (2015), is a key tool for information warfare. 
Therefore, the development of digital infrastructure and en-
suring its security should become a priority for the leading 
states. According to Wojnowski (2017), information warfare 
in the world will be a continuous process, as its existence 
implies the existence of different ideologies, which is a fac-
tor in building a democratic society. In such conditions, the 
key principle is the use of legitimate tools for ideological and 
political struggle. Merchant (2022) believes that the further 
development of information wars may be the strengthening 
of the role of the use of media resources, and the use of imi-
tation materials to strengthen the role of a particular social 
community and protect its interests. Thus, in modern scien-
tific research, considerable attention is paid to information 
wars and their development. However, due to the current 
geopolitical situation, there is a need to improve internation-
al information security, which creates the expediency of this 
study.  

3. MATERIALS AND METHODS 

When writing this article, materials from periodicals charac-
terizing the peculiarities of the state and development of in-
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formation warfare in the world and the key parties involved 
were used. The article uses scientific research methods, in 
particular, analysis of practical aspects of the development of 
information warfare in the world, characteristics of key cate-
gories of information attacks, and information campaigns. 
For example, the search method was used to analyze the the-
oretical aspects of the essence of information warfare, its 
main structural elements, and the features of its implementa-
tion in the era of digital technologies. The application of the 
synthesis method made it possible to characterize the practi-
cal aspects of information warfare, as well as the possibilities 
of its further development and counteraction. In addition, the 
author analyzes the legal aspect of using legal and regulatory 
frameworks to counter information attacks, the possibilities 
of ensuring the security of the international information 
space, and tools for preventing information wars. The meth-
od of induction was used to characterize the key aspects of 
the development and consequences of the information war in 
Ukraine and the peculiarities of its further development in 
the current global environment. The article also utilizes ma-
terials from periodicals that characterize the peculiarities of 
the state and development of information warfare in the 
world and its key participants. The article employs the meth-
odology of researching the theoretical basis for the introduc-
tion and conduct of information warfare as a prerequisite for 
conducting a military campaign and achieving economic 
competitive advantage in the international arena. The issues 
of information warfare are studied from the perspective of 
the current global conflict and the need to strengthen interna-
tional information security, as well as the use of the legal 
framework for regulating the activities of the media and 
combating international information terrorism of the aggres-
sor country. The above research methodology helps to out-
line the results of the study. They may be useful for analyz-
ing the current practice of countering information warfare 
and the peculiarities of its conduct in the context of the mod-
ern development of digital technologies and infrastructure. 

4. RESULTS 

The development of information warfare in the world and 
information security plays a key role, as the use of infor-
mation influence can become a factor in the development of 
political opinion and lead to the introduction of certain harm-
ful trends. The key goal of any information warfare is to 
change political opinion and discredit the ideology and prin-
ciples of functioning of a certain social environment. As a 
rule, information wars are waged between the largest states 
and representatives of various ideologies. The modern policy 
of information warfare is to use the media to influence socie-
ty and conduct appropriate rhetoric. As a rule, information 
warfare is accompanied by imitation facts, speculation on 
acute issues, and the use of such tools to destabilize the 
mood in the country to weaken the position of a political 
force and lobby its interests in the country or the internation-
al arena.  

In today's world, information wars are spreading rapidly and 
are used in the context of the strategic policy of countries to 
achieve political, economic, and other goals of oligarchic 
elites. In particular, a striking example of information war-
fare is Russia's use of language-based speculation, which has 
been going on since 2014. In addition, the aggressor country 

is pursuing a policy of discrediting the Ukrainian govern-
ment by using social platforms, media outlets, and tools to 
ensure that forces favorable to the political authorities are on 
its side in the Ukrainian space. An information war is also 
being waged for a long period between China and the United 
States, which uses harsh rhetoric and discrediting materials 
at the international level. The key reasons for the information 
war are economic issues, such as customs duties and the cir-
culation of goods between countries, as well as territorial 
aspects. In particular, this concerns the status of the Taiwan-
ese peninsula, which is a producer of electronic chips. In-
formation campaigns are conducted by both the United 
States and China to gain strong international positions. For 
instance, there was a long information campaign between 
Israel and Iran, which were involved in a long military con-
flict. The key aspects of this war were speculation on the 
historical use of territories, religious aspects, and speculation 
on the expediency of armed conflict.  

Common to any information warfare in the modern world is 
the use of special tools aimed at discrediting political elites 
and leveling the value of a political idea. Often, an infor-
mation campaign and successful rhetoric can contribute to 
achieving economic benefits and developing socio-economic 
solutions. An example of this is the Minsk Agreements of 
2014, which were initiated by European countries to resolve 
the conflict between Russia and Ukraine. However, with the 
use of information attacks by Russia, these agreements be-
came ineffective and aimed at prolonging the military con-
flict. In 2022, the war led to information attacks on the 
Ukrainian and European media space, the main aspects of 
which were the use of means of propaganda of the values of 
the Eastern space. Furthermore, fictitious facts from the Rus-
sian side were widely used in the international arena to cut 
off financial assistance to Ukraine, as well as to stop the 
supply of weapons, ammunition, etc. However, such an in-
formation campaign was completely lost due to Ukraine's 
powerful information counteraction, as well as coverage of 
key international legal acts that emphasize the illegality and 
barbarism of the aggressor country. 

The regulatory and legal nature of information warfare and 
information security is of key importance, as after the Sec-
ond World War, the conduct of the Cold War became a pop-
ular practice, and specialized information attacks were con-
ducted through the spread of ideologies and the use of some 
media. Among the key aspects of changes in the regulatory 
and legal framework is the emergence of the Internet. The 
peculiarities of the legal environment for the protection of 
information security are of key importance for the European 
Union, as the protection of European values and the promo-
tion of their formation is a common vector of political devel-
opment. To improve the quality of legal regulation on the 
availability of information, peculiarities of its use, and regu-
latory aspects of the media, the UN is used to counteract 
information attacks and specialized campaigns. 

Implementation of such a legal policy makes it possible not 
only to consolidate a high-quality legal international envi-
ronment for information security but also to create responsi-
bility for information attacks and define them as an illegal 
policy in the context of the functioning of international law. 
In particular, the issue of defining the terminology and 
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mechanisms of functioning of the information environment 
of the international space is considered with due regard to 
the peculiarities of the functioning of a high-quality envi-
ronment and the possibility of using specialized tools aimed 
at improving such a policy. The legal framework makes it 
possible to create tools for the European Union to counteract 
information campaigns, as well as to have deterrents to the 
development of information wars. UN resolutions are actual-
ly in place in every country in the world and have clear pro-
visions on information warfare and the main means of coun-
tering it. 

The use of legal and regulatory frameworks is popular in 
countries such as the United States, China, the United King-
dom, and others. The key principles are the protection of the 
domestic information environment and the possibility of 
using the main tools to counter information campaigns, en-
suring natural political competition, and the absence of influ-
ence of international attacks on the formation of the infor-
mation environment. Regulation of the legal activities of the 
media is a key factor in improving the quality of independent 
opinion and free information space. In today's realities, legal 
regulation of internationally important publications needs to 
be improved, including the introduction of restrictions to 
avoid propaganda of Russian rhetoric. Such a legal policy 
can serve as a factor in improving the quality of the legal and 
strategic positions of the European Union countries in the 
field of information security. The key legal provisions used 
to counter information wars and are important for ensuring 
international information security are shown in Table 1.  

Based on the data in Table 1, it can be argued that the current 
policy of international space, in particular of organizations 
such as the UN, uses legal aspects to ensure the information 
space and strengthen information security. This practice is 
useful from the perspective of preventing the aggravation of 
military conflicts in the world during the 21st century and 
the possibility of timely response to information attacks and 

other information campaigns aimed at destabilizing the in-
ternational information environment. 

However, this practice of strengthening the quality of coun-
tering information attacks has shortcomings in the legal 
sphere, as the regulation of information and its circulation on 
the Internet should be improved. In the absence of liability 
for conducting information attacks on the Internet, the possi-
bility of bringing to real responsibility is a difficult and time-
consuming process, which allows speculation on acute issues 
in the international space. Furthermore, information cam-
paigns are often initiated by other states or special services, 
which can only be countered by using technical infrastruc-
ture and building their own information space. In most cases, 
the international community does not use prosecution of cer-
tain bodies or the leadership of information campaigns, 
which is a negative trend and a prerequisite for information 
campaigns and wars. 

In 2022, the war in Ukraine led to processes related to the 
information environment and to the improvement of the 
quality of information attacks and discrediting of the Euro-
pean Union and other countries to lobby the interests of the 
aggressor country in the UN and to take a stronger interna-
tional position. An important factor in information warfare is 
the support of the parties behind such campaigns, which 
makes it more difficult to counter information attacks. In 
particular, the joint rhetoric of China and Russia regarding 
the fictitious peaceful settlement of the war in Ukraine is a 
key area for conducting information attacks on the whole 
world. The issue of food security in Africa, the use of the 
European energy crisis, and the supply of weapons from the 
United States are key tools for Russia's information warfare. 
Countering these information attacks should be regulated by 
more stringent measures, including sanctions and prosecu-
tion of the bodies that perform the functions of information 
attacks. In such circumstances, information warfare should 
be conducted based on building international information 
security.  

Table 1. Characterization of key Legal Provisions of Information Security in the World. 

Document Characteristics 

UNGA Resolution A/RES/64/211 of December 21, 2009 
Implements a general policy for the development of information security in the interna-

tional environment. 

UNGA Resolution 53/70 Defines the key principles of international information security practice. 

UNGA Resolution 54/49 
Describing international information security in the military sphere and as a result of 

hostilities. 

UNGA Resolution A/RES/57/53 
Establishing a procedure for countering information warfare or any other threat to interna-

tional information security. 

UNGA Resolution 73/266, 2018 
Ensuring the integration of states into cooperation in the context of building international 

information security. 

The OSCE Declaration №633 
Implementation of an open policy on the use of the Internet, ensuring the constitutional 

right of citizens to access information. 

Directive 2007/65/EC 
Measures that should regulate the information space of the European Union and prevent 

harmful information for the development of the EU. 

Source: compiled by the author.  
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An important direction is the use of digital infrastructure, as 
it directly affects the ability to use certain tools to ensure the 
circulation of information and build digital services. Access 
to information is a key principle of ensuring the rights and 
freedoms of citizens, as it gives everyone the right to freely 
use different sources of information and draw their conclu-
sions. This policy is essential for winning the information 
war. Overcoming the Russian information attack should be 
aimed at disseminating information about the crimes com-
mitted by the Russian authorities and their coverage in the 
media, as well as using this information to disseminate pic-
tures of the war in Ukraine. The ongoing war has become a 
key factor in the development of the European Union's mili-
tary-industrial complex, digital infrastructure, and infor-
mation security. The issue of improving the quality of infor-
mation security and countering information attacks is the 
prerogative of any country's modern policy, as changes in 
political forces in the world and the restructuring of the 
global geopolitical space cause several transformational pro-
cesses in the international legal field regarding the use of 
information tools of attacks and the possibility of their fur-
ther development. This includes an increased role of ideolo-
gy, further construction, resolution of political and territorial 
issues, a change in orientation to commodity markets, and an 
escalation of the confrontation between China and the United 
States. The modern policy of information warfare, as a rule, 
relies on the use of political technologies and aims to dis-
seminate certain information that would be beneficial to the 
strategic policy of a particular country. The use of mass me-
dia, as well as the creation of media materials, is a factor in 
improving the quality of any country's information policy. 
They can help to achieve political goals and contribute to 
building the information space. 

Ukraine's negative experience, as well as being in a state of 
constant information warfare during 2014-2022, made it pos-
sible to identify all the negative consequences of an untimely 
and inappropriate response to information warfare. On the 
part of the European Union, timely detection of an infor-

mation attack and coverage of speculative issues could have 
helped prevent a military campaign in 2022. However, eco-
nomic issues and interests counterbalanced such a policy and 
the possibility of avoiding and preventing war. Therefore, 
any other policy aimed at building a high-quality interna-
tional information space should be based on the use of legal 
norms and the ability to ensure the functioning of digital 
infrastructure that will counteract information attacks and 
campaigns. The development of digital technologies pro-
vides access to information in virtually any country, so the 
policy of disseminating information about the real state of 
political forces in the world and the implementation of poli-
cies should become a key factor in the UN's activities. It acts 
as a regulator of information space security at the global lev-
el. In general, the key directions of information warfare in 
the context of the development of the Russian war are shown 
in Fig. (1).  

The directions depicted in Fig. (1) are used in practice not 
only by aggressor countries but also as key means of con-
ducting an information attack. It is also worth emphasizing 
that information warfare can be not only political but also 
technical, damaging the financial, logistics, or transportation 
system. The use of such features in the conduct of infor-
mation warfare will be of strategic importance and can 
strengthen positions in the international arena. However, 
countering information warfare should be much more power-
ful and have a counter-offensive character. Moreover, the 
modern information warfare policy should be regulated on a 
legal basis. Furthermore, international measures and means 
should be established for countries that counter such cam-
paigns to respond promptly to manifestations of aggression 
in the information space. 

Thus, modern information wars take place in the context of 
the development and conditions of the Russian-Ukrainian 
war. The key goal of the development and formation of an 
information attack is to strengthen Russia's position in the 
international arena, legalize crimes, and influence the inter-

 
Fig. (1). Key directions of information warfare in the context of the Russian-Ukrainian war. 

Source: compiled by the author. 
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national community to weaken Ukraine and countries that 
profess democratic values. To counteract such information 
campaigns, it is necessary to use legal instruments, strength-
en the functioning of digital infrastructure, and introduce 
access to information in countries that have limited access to 
such information. Educational activities can also be a quali-
tative factor in overcoming information attacks and winning 
the information war, which will be of strategic importance. 

5. DISCUSSION  

The study on information warfare in the world and the issue 
of information security in the context of the Russian-
Ukrainian war shows the development of international law 
and the strengthening of counteraction to information ag-
gression, which creates qualitative conditions for the devel-
opment of further security of the global information space. In 
the context of modern warfare, the focus on high-quality 
information flow becomes a priority, as information warfare 
is ongoing and aims to restructure geopolitical forces in the 
world. The use of an effective policy in information warfare 
will be of key strategic importance for the international 
community and will be able to weaken the position of the 
aggressor country and implement its democratic values. 
Ukraine's experience shows that an insufficient level of re-
sponse to the problem of countering information campaigns 
will have a strategically negative impact that could provoke 
military conflicts. In such circumstances, there is a need to 
study the factors and policies of information warfare in 
2014-2022, which posed the greatest threat to the modern 
socio-political space. 

The key element used to intensify and conduct information 
warfare is the media, as well as special platforms, blogs, and 
other means that allow the dissemination of certain ideas and 
narratives to society. Legal regulation of such activities is of 
strategic importance for further policy. The key issue of me-
dia regulation is to strike a balance between freedom of ex-
pression and the need to ensure legal security and prevent the 
spread of harmful ideologies. Therefore, building a strategy 
to counteract information campaigns and the spread of harm-
ful ideologies should be based on a special analysis and pre-
liminary research. Further research on ensuring the legal 
security of the information environment should be carried 
out from the point of view of finding effective tools to coun-
teract such policies and serve as a factor in the development 
of international information security. In particular, an im-
portant issue is a possibility of using the media to improve 
the positioning of different views in the context of the spread 
and use of information warfare. 

One of the priority areas of research should be the use of 
digital infrastructure and strengthening its protection. Most 
state secrets are stored in special registers based on the use of 
digital technologies. Access to these registers is a priority for 
the aggressor country. Therefore, policies to improve the 
quality of protection of such technologies and the possibility 
of their further development will serve as a factor in ensuring 
collective security in the world and the possibility of protec-
tion against the impact of information campaigns. Conduct-
ing analytical research on the use of digital technologies to 
ensure information security will serve as a means of prevent-
ing information campaigns aimed at discrediting political 

forces, ideologies, or the development vector of a particular 
country. A developed digital infrastructure allows not only 
stores information and analyzes its use but also provides 
analytical tools for conducting information and psychologi-
cal attacks and the possibility of their further development. 
In general, the prevention of information warfare and prac-
tices aimed at neutralizing the results of information cam-
paigns will be most effective in the modern world of digital 
technologies, so there is a need to develop and ensure their 
functioning. 

6. CONCLUSION  

Thus, it can be concluded that information warfare is a set of 
actions and measures aimed at destabilizing the domestic 
socio-political situation to achieve its own goals and 
strengthen its position in the international strategic arena. 
Most of the goals are driven by socio-economic aspects 
aimed at improving the quality of the country's functioning 
in the global community. In addition, information warfare 
can be used by specific social spheres to strengthen the 
quality of their influence on the development of ideology, as 
well as the ability to ensure that they are in line with the key 
strategies of the state. With the spread of the practice of in-
formation campaigns by the aggressor country, the modern 
policy of countering information warfare is becoming more 
relevant. The development of the war in Ukraine has led to 
transformational processes that affect the overall state of 
international information security. As a rule, any information 
war aims to discredit the political elite, as well as to use the 
media as the main tool for spreading such an ideology. The 
international community's practice of legal regulation of in-
formation warfare exists, but it is not sufficiently effective, 
as evidenced by the outbreak of the war in Ukraine, which 
has been going on since 2014. The information war waged 
by Russia against Ukraine has led to economic advantages 
for Russia, in particular in the raw materials and energy mar-
kets of the European Union, which has led to an insufficient 
response to the threat of military conflict. In this regard, it is 
necessary to improve the quality of legal regulation of the 
information space and ensure its security in the context of 
the current dynamic policy of information campaigns. An 
important factor in monitoring and controlling information 
security should be strengthening the role of digital technolo-
gies and specialized infrastructure. They are used to improve 
the quality of the information space and the ability to main-
tain key levers of influence on the information situation. The 
war in Ukraine has also led to an escalation of the confronta-
tion between key geopolitical leaders and information attacks 
on countries engaged in the redistribution of commodity 
economic markets. The impact of information warfare is 
aimed at weakening the democratic and value-based policies 
of the European Union and strengthening Russia's authoritar-
ian aggressive policy. To counteract information warfare, it 
is necessary to use educational means, promote the develop-
ment of digital technologies, and strengthen support for 
Ukraine as a tool of resistance to the aggressor country. 
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