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Abstract: E-commerce raises many legal issues, including the legal protection of copyright owners. There is a lot of 

copyright infringement in copyrighted works, which hurts the copyright owner. This article is intended to examine 

the urgency of product validation certification features that must be implemented in e-commerce to provide legal 

protection to copyright owners. This study is an educational study with a qualitative approach to literary studies. The 

survey revealed that e-commerce systems in Indonesia are currently unable to use automatic product authentication 

mechanisms. Therefore, governments should take significant action when drafting regulations that mandate that e-

commerce service providers implement product authentication capabilities in their systems. To provide digital certif-

icate functionality, we recommend drafting rules on regulations requiring e-commerce and implementing a set of 

trade authentication mechanisms to protect parties, particularly product authentication, to prevent piracy or counter-

feiting. Having this certification makes it difficult for sellers to sell counterfeit or pirated products.  From this re-

search, we found that how important it is for Indonesia to require e-commerce laws, as the legal protection of users 

must be guaranteed by the state. 
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INTRODUCTION 

Information technology has developed faster than any other 
communication in human history1. The invention of digital 
technology is the most important change of the last century. 
The impact of information technology on data is impressive. 
Millennials today are a testament to a new culture, a network 
culture. It is changing how we live and trade from traditional 
business to e-commerce. The speed, creativity, and flexibil-
ity of the Internet were originally limited by military equip-
ment, but they have great potential for spreading information 
across geographic boundaries. Today the Internet is used not 
only in education but also in business. With the availability 
of wireless devices, telephones, televisions, and computers, 
many companies can do business online through information 
technology and network communications. 

Online transactions in trading traffic on marketplaces require 
buyers and sellers always to face high uncertainty, so the 
risks faced by the parties are very large. Concerns about se-
curity, trust, authentication, fraud, and risk of loss are among 
the most significant barriers to the growth of e-commerce2. 
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2 Survey 2001, (2000), “CommerceNet 2000 Survey: Barriers to Electronic 

Commerce,”  

Among these factors (security factors, trust, authentication, 
fraud, and risk of loss), the most dominant factor providing 
uncertainty and the riskiest is the use of traditional (conven-
tional) authentication mechanisms, which are carried out by 
physical examination and cannot be done online. Merely 
automating the traditional processes used in physical markets 
cannot solve authentication problems in e-commerce. 

Many studies have discussed authentication issues in various 
contexts, including secure computing, mobile systems, e-
commerce, and autonomous computing. However, in most e-
commerce literature, the discussion of authentication is lim-
ited to identification and identity validation34. Recent empir-
ical studies on consumer attitudes towards online stores 
show that trust issues beyond identifying the seller's identity 
are a significant concern. This is influenced by various de-
mographic and cultural factors apart from the site's function. 
However, research in law on this matter has not been 
touched at all. This becomes very important when it is asso-
ciated with the protection of Intellectual Property Rights. 

The Internet has become the first place for anyone with tech-
nical knowledge to find information, advice, or a simple 
connection. Social media also allows people to share infor-
mation about themselves, exchange ideas, and share insights 
on issues. Social media and social media. Copyright in-
fringement is rampant on the Internet. Violations can be in-
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tentional or unintentional. In fact, it’s easy to see if a copy-
right infringement is a working copy. It is a highly contro-
versial issue in the digital environment5. 

Intellectual Property Rights (hereinafter referred to as HKI), 
especially copyright, is the exclusive right obtained by the 
creator of the work of art he creates. IPR exists as the form 
of human creativity developed or studied beforehand. There-
fore an idea emerged to create a work that has benefits for 
many people. One of the scopes of IPR is Copyright. Copy-
rights for works are born automatically even though the work 
has not been registered. According to Rayfel A. Rantung: 
"Protection of intellectual property rights, especially copy-
right, is a breakthrough in the development of law in the 
modern era."6 

Intellectual Property Rights cannot be separated from the 
historical journey of developing natural rights initiated by 
John Locke in the 18th century. John Locke assumed that 
God created every human being, and already had basic rights 
(Inalienable Rights), including the rights to life, independ-
ence, and property rights (ownership). 

“The state of Nature has a law of nature in govern it…. rea-
son, which is that law, teaches all mankind that being all 
equal and independent, no one ought to harm another in his 
life health, libero possessions for men being all the work-
manship of one omnipotent and infinitely wise Maker, all the 
servants of one sovereign Master sent into the world this 
order and about his business; they are his property whose 
workmanship they are made to last during his, not one an-
other's pleasure’”78 

John Locke argued that nature has a law that governs itself. 
This is what is called natural law. Natural law also includes 
natural rights. Hence, John Locke believes that the law 
should teach all human beings that all humans are equal and 
free before the law should not hurt one another. In Treaties 
on Government (published in 1689 and 1690), John Locke's 
work contributed substantially to the Declaration of Rights 
and Bill of Rights in 1689, which governed the relationship 
between rulers and individuals. From here, natural laws have 
developed until we recognize today the existence of Intellec-
tual Property Rights, which are included in the scope of 
Property Rights. 

Copyright itself has two main rights that underlie its form of 
protection, namely moral rights and economic rights. Moral 
rights protect the natural rights of the creator or the right to 
be recognized as the author because he has created a work, 
and this right is human. Meanwhile, economic rights arise 
for creators to get profits or royalties for their creations, 
which result from their thoughts and deserve to be appreciat-
ed. 

These two forms of legal protection are given because not 
everyone can create a worthy work, or humans can enjoy that 
to the fullest. Only certain people can employ their brains' 
thinking power to be poured into work to produce a useful 
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creation. Therefore, IPR is exclusive, where only certain 
people can get these rights. According to Riswandi et al., 
"Exclusive rights mean that no other party can take ad-
vantage of these rights except with the creator's permission 
or justified according to the provisions of the applicable 
laws."9 

One of the creations that are the result of human creativity is 
a creation in the field of literary works in the form of a nov-
el. Therefore, law Number 28 of 2014 concerning Copyright 
(hereinafter referred to as UUHC 2014), in Article 40 states 
that: "Creations that are protected include creations in the 
fields of science, art, and literature..." 

The regulations regarding Copyright law prohibit unauthor-
ized use of copyrighted works in two ways. First, the law 
provides federal measures against copyright holders whose 
work is infringed despite fines and damages. Second, the 
regulations define certain civil rights violations as crimes 
that can be prosecuted in the United States. Nowadays, many 
copyright cases are still private and privately owned by 
plaintiffs. Particular attention has been paid to recent legal 
changes, including a new definition of heavier fines and 
copyright infringement. As a result, the number of criminal 
cases is expected to increase compared to civil cases. The 
recent upward trend in fines and penalties is mainly aimed at 
distributing electronic and digital content via the Internet. 
Today, Internet crime is probably a mystery10. 

Several kinds of research have investigated the legal protec-
tion of copyrighted works, such as the research conducted by 
Osgar Sahim Matompo in 2018, which examined the legal 
protection against copyright piracy in Indonesia. Osgar 
found that Law no. 24 of 2014 is a legal basis that provides 
legal protection for copyright holders from the risk of pira-
cy11. Hendra Prayoga, in 2019 researched the legal protec-
tion of copyright for e-books and legal remedies for copy-
right holders who suffered losses due to piracy of e-book 
copyrighted works through online sales12. In 2021, research 
conducted by Fatma Fitrianuari Fatima examined legal lia-
bility for book piracy in e-commerce. Fatma found that the 
responsibility for selling pirated books in e-commerce was 
already stated in the Copyright Law13. 

From the results of a search conducted by the author, no re-
search has discussed legal protection against copyright pira-
cy in e-commerce by implementing the product authentica-
tion validation feature into the e-commerce system. This 
feature requires a legal basis to force e-commerce service 
providers to implement the feature. This is because the legal 
provisions for the legal protection of copyright infringement 
in Indonesia, especially in the e-commerce world, are still 
very weak. This is very harmful to creators. If no serious 
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action is taken, creators may be less than enthusiastic about 
creating copyrighted works. Therefore, the government 
should take an active role in providing authors with the best 
possible legal protection. 

This article examines how far the urgency of the authentica-
tion and product validation features in e-commerce is in 
providing legal protection for copyright holders from the risk 
of copyright piracy. This research was conducted by doctri-
nal research, with a qualitative approach through literature 
study. The data obtained were analyzed by the analytical-
descriptive method. 

DISCUSSION 

Copyright infringement of intellectual property is becoming 
more common. For example, piracy of e-books that anyone 
can access. They just need to create an account on certain 
sites or websites that offer e-books illegally for free down-
load. Copyright infringement, as referred to in Article 1 par-
agraph 23 of the Copyright Law, is an act of illegally copy-
ing a creation and distributing the goods resulting from the 
reproduction widely to obtain economic benefits. 

If the government abandoned the copyright infringement 
phenomenon, it would have a negative impact on Indonesia's 
economic development. At the very least, it will affect writ-
ers or creators who don't want to work anymore. The severi-
ty of the copyright infringement often displeased writers 
with literature. Government should take serious action to 
give legal protection. The government could encourage the 
e-commerce company to build a secure system to protect the 
copyright from copyright infringement. 

Authentication has many meanings. Some believe that au-
thentication is one-to-one evidence14, while others argue that 
authentication plays a major role in identifying a product's 
quality and characteristics. For example, verify business 
fairness and monitor compliance with agreements or ar-
rangements between the parties15. From these and other per-
spectives, integrity involves two important aspects: identity 
and integrity.  

Online consumers and retailers are required to obtain infor-
mation from third parties and verify this information. Thus, 
fidelity to the second set of information and reliability can 
also be assessed. Dependencies are based on the expectation 
that the administrator will act on behalf of the administrator 
without proof and primarily minimize the risk. For example, 
suppose a customer does not provide the required product 
and does not receive money and personal information from 
the customer. In that case, you will lose the customer's con-
fidence in the online purchase. 

The fact that two-dimensional kits and commerce involve at 
least buyers, sellers, and products/services leads to a three-
dimensional conceptual framework for controlling e-
commerce. This means everything from verifying the identi-
ty of the buyer to overwhelming trust in the quality of the 
product. 
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E-commerce uses six specific methods: robustness; ac-
ceptance rate; cost; ease of use; portability; and security. 
Robustness is a way to strengthen and gain confidence. The 
acceptance rate depends on machine transparency. This 
means the availability of standards and how processes work 
between consumers, suppliers, and products. Certification 
costs include installation costs (such as specific hardware or 
software requirements), communication costs (how much 
information is required), inactive costs (required installation 
time) - certification, scalability, and maintenance/support 
costs. Ease of use means simplicity of accessibility and pro-
cedures for computer users, consistent with the existing 
mechanism and tools. Portability refers to specific customer 
systems, software, or hardware requirements16. 

Security refers to the degree to which messages are kept con-
fidential, complete, and not rejected. The online approval 
period is also important. A typical proof of concept test in 
proof of concept should be performed at the beginning of the 
communication between the customer but may be limited to 
ensuring that the process covers the same aspect using an 
approved method, passwords, logos, certificates, cookies, 
etc.17 

After the initial purchase of a particular product, a verified 
product ID may not be necessary18. The customer will be 
asked to provide additional product information during the 
first transaction. However, as consumers become more fa-
miliar with the product and buy it again, consumers can re-
duce the amount of information available. Therefore, the 
customer is able to tailor the online transaction to their needs 
by not including product information that uses excessive 
bandwidth, similarly, as the number of repetitive transactions 
increases, the risk of collateral decreases. Therefore, you 
need a good quality assurance system at the beginning of the 
payment, and if you create it, you will lose the proof of qual-
ity19. 

Digital certificates, which can be created by a Certificate 
Authority (CA) or indirectly through a trusted third party, 
have a high degree of authenticity through authentication and 
approval. However, the first transaction requires a direct 
transfer. Digital certificates provide a standard process for 
verifying reliability, relatively low cost, and security through 
integration with security protocols such as Secure Sockets 
Layer (SSL). However, because the digital certificate is on 
the machine, it is not portable, and if the vendor is a CA, the 
vendor will need special hardware or software. 

It makes sense to verify the existence or ownership of signed 
(certified) documents, and the traditional document verifica-
tion model relies on a central body being able to issue and 
verify the documents. But, unfortunately, the distribution of 
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fake certificates currently it had spread everywhere due to 
the crowd20 21. 

Blockchain technology provides another model for authenti-
cation and certification. Technology certificates are electron-
ic documents, and all digital signatures use digital signatures 
to generate certificates to authenticate transactions involving 
particular entities22. Certificate means the information pro-
vided by the certification body, an organization that main-
tains a relationship of trust in the application related to the 
certificate23. Electronic certificates can also be set up to 
trade the information online. Documentation or security 
through verification of user credentials. A blockchain com-
puter signature differs from a numeric signature that only 
identifies a draft electronic document or a custom signature 
drawn on four signatures24. Electronic signatures can be eas-
ily copied or falsified and do not have a guarantee or poli-
cy25. Therefore, it cannot trust someone’s skills26due to the 
proliferation of fake credentials. 

Digital IDs are relatively open authentication systems that 
can support buyer identification, buyer trust, seller identifica-
tion, and buyer authentication. In addition, if a financial in-
stitution backs the certificate, it also maintains the quality of 
the customer's information and confirms the customer's cred-
ibility. These two types of authentication, as well as supplier 
quality information and supplier quality trust, are also sup-
ported in case of recurring transactions. 

Product authentication is the most important mechanism in 
e-commerce because it ensures the authenticity and quality 
of the product. As a result, fewer counterfeits and counter-
feits are sold here. An effective way to achieve full product 
certification is to test your product. However, product testing 
is not a ubiquitous tool to achieve full product certification. 

The high cost of testing products in e-commerce for physical 
products and the difficulty or inability to test in the service 
sector are limited to digital products. In addition, if they are 
not carefully planned, they can lead to specific behaviors, as 
the customer continues to try without buying the whole 
product itself. 

Therefore, a comprehensive and robust ubiquitous product 
authentication mechanism is currently unavailable. There-
fore, sellers should use advertisements to present product 
quality and urge buyers to purchase the product. This reduc-
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Smart Attendance system using rule base”, Journal of Advanced Research in Dynamical and Control Systems (JARDCS), 
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es the need to ensure the quality of your product as your 
achievements are built. In addition, current product certifica-
tions usually don't involve trusted third parties, but parties 
build their own systems. 

Governments should create unique laws and regulations gov-
erning e-commerce (RUU e-commerce). One of the articles 
to be embraced concerns regulations requiring e-commerce 
to implement a set of trade authentication mechanisms to 
provide digital certificate functionality and protect parties, 
specifically product authentication, to prevent piracy or 
counterfeiting. This certification makes it difficult for sellers 
to sell counterfeit and pirated products. As e-commerce 
transactions increase, e-commerce legislation becomes very 
urgent, and a legal umbrella is needed to protect the parties 
from a series of torts that harm each other. 

CONCLUSION 

The copyright infringement phenomenon can influence the 
economic investment. The investor put a serious attention on 
the stability of law enforcement in a country. In other words, 
the government should provide the access to justice for the 
justice seekers on the copyright infringement cases. In Indo-
nesia, law enforcement against copyright are regulated by 
Copyright Act No. 28 of 2014. This law enforcement raised 
the requirements in the form of compensation for criminal 
and general penalties. Section 113(3) of Indonesia Copyright 
Act states that the government is responsible for enforcing 
the Copyright Act. Therefore, the current function of the 
government is to enforce consumer protection laws, and 
copyright laws and create e-commerce bills to provide max-
imum protection to those affected. In addition, issuing busi-
ness certification systems, product rights, and digital certifi-
cation should be a key requirement in the e-commerce busi-
ness. Therefore, it should be included in regulations, espe-
cially e-commerce regulations to enforce the establishment 
technology supports and litigation procedure. 

Product Authentication is necessary needed to be included in 
e-commerce system, as proof checker (validation) and to 
reduce counterfeits being sold. In other side, it should be 
supervised by government to make sure that the product au-
thentication has been already effective to give a legal protec-
tion or not. Unfortunately, the product authentication needs 
high funding but it is worthed to provide product certificate 
in the e-commerce. The product authentication is promising 
to make e-commerce become  more consumer-friendly. 
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